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INTRODUCTION
To ensure the safety of personnel and operations, public-safety officials 
are increasingly turning to encryption to prevent monitoring or radio 
communications. The proliferation of inexpensive digital scanners and 
smartphone apps has made it easy for anyone to listen to public-safety and other 
two-way communications. Most listeners are casual eavesdroppers, journalists, 
or radio enthusiasts, but others are criminals whose objective is to undermine 
the safety and security of law enforcement operations. 

It can be a controversial subject.  Some argue that allowing the public to 
monitor local public-safety communications is vital to maintain government 
transparency.  Others point out that criminals sometimes monitor public-safety 
communications to escape pursuit.  Private citizens listening to scanners have 
occasionally helped apprehend dangerous criminals, but some organized 
criminal gangs monitor public safety communications to avoid arrest or expose 
agents working undercover.

This paper discusses encryption, what it is, and what options are available, 
particularly for Project 25 (P25) land mobile radio (LMR) subscriber units  
and radio systems.
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 › Type 3: Unclassified cryptographic equipment, assembly, or component 
used, when appropriately keyed, for encrypting or decrypting unclassified 
sensitive U.S. Government or commercial information and to protect systems 
requiring protection mechanisms consistent with standard commercial 
practices. Developed using established commercial standards and containing 
NIST-approved cryptographic algorithms/modules or successfully evaluated 
by the National Information Assurance Partnership (NIAP).

 › Type 4: Unevaluated commercial cryptographic equipment, assemblies, or 
components that neither NSA nor NIST certifies for any Government usage. 
These products may contain proprietary vendor algorithms, algorithms 
registered by NIST and published in a FIPS (Federal Information Processing 
Standard). These products are typically delivered as part of commercial 
offerings and are commensurate with the vendor’s commercial practices. 

Type 1 and Type 2 encryption products are certified by the NSA and are not available 
outside national security communications systems. This document primarily 
discusses Type 3 and Type 4 encryption products available for LMR communications.

ENCRYPTION OPTIONS

Scrambling

Voice scrambling is not encryption. There is no “cryptographic transformation” 
but rather a signal modification so a standard FM receiver cannot understand it. 
A common method of scrambling is called “voice inversion scrambling.”  In this 
method, the analog audio signal is inverted so that low-frequency audio sounds 
high and high-frequency audio sounds low. The audio is unintelligible on a standard 
receiver but easily understood with a properly programmed audio processor. 
Several LMR vendors offer scrambling as a standard feature. Scrambling does little 
to prevent unauthorized and determined eavesdroppers from listening to radio 
communications. It does not protect sensitive communications.

RC4/ARC4/ADP/Encryption Lite

Motorola Advanced Data Privacy (ADP) and L3Harris Encryption Lite are 
implementations of a Type 4 public-domain encryption algorithm known as Alleged 
RC4 (ARC4), which is a version of a proprietary algorithm known as Rivest Cipher 
4 (RC4). “Alleged” is in the name because the RC4 algorithm was never officially 
published, and the term “RC4” is trademarked.

ARC4, as implemented in LMR systems, uses a 40-bit key. It provides inexpensive, 
easily implemented, “quick and dirty” security to prevent casual eavesdropping 
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NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
The National Institute of Standards and Technology (NIST) is responsible for 
federal standards and guidelines on information security for non-national security 
systems. This includes setting the standards for and validating the proper 
implementation of cryptographic modules.

Cryptographic Module Validation Program (CMVP)

The NIST Cryptographic Module Validation Program (CMVP) established 
proper design and implementation of cryptographic modules to protect federal 
information systems. Validated modules receive a certificate. After five years, 
those certificates move to the “historical” list. These modules are not invalid, but 
they are not included in new federal procurements.3

FIPS 140-2

Since 2001, FIPS 140-2, Security Requirements for Cryptographic Modules, 
published by NIST, has been the standard for designing and implementing 
cryptographic modules.

Cryptographic Module Security Levels

FIPS 140-2 defines four security levels for cryptographic modules (not to be 
confused with the four types of encryption products defined by the NSA): 4 

 

https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules


8  |  Project 25 Encryption White Paper

SECURITY REQUIREMENT LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 4

Approved encryption algorithm ✓ ✓ ✓ ✓

Tamper evidence X ✓ ✓ ✓

Role-based user authentication X ✓ ✓ ✓

Tamper resistance X X ✓ ✓

Identity-based user authentication X X ✓ ✓

Dedicated physical and/or  
logical port or interface for  
entry of key material

X X ✓ ✓

Environmental protection X X X ✓

Table 1: FIPS 140 Security Levels

 › Security Level 4:  Level 4 is the highest level of security for a cryptographic 

https://csrc.nist.gov/Projects/fips-140-3-transition-effort
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CONCLUSION
In conclusion, we offer the following practical considerations.

To Encrypt or Not to Encrypt

As the technological sophistication of criminals and foreign agents increases, 
encryption is an essential tool to maintain the operational security of sensitive 
communications. Each agency must decide when and how to deploy it, whether 
on all channels, including dispatch, or only on sensitive channels, like tactical 
or criminal investigations communications. Some agencies have deployed 
encryption on their radio channels but provide a delayed feed on the Internet. 
This way, the public can monitor communications, but not in real-time while an 
incident is in progress. Agencies must balance the public’s desire for government 
transparency with a legitimate need to protect public-safety operations. 

Use FIPS-approved Encryption Algorithms

DES, ARC4, and other proprietary encryption methods are helpful to 
prevent casual eavesdropping, but FIPS-approved encryption algorithms 
are essential for true information security. Today, for LMR communications, 
AES is the approved algorithm. In the future, as computing power increases 
and potential weaknesses to AES are discovered, other algorithms will be 
published by NIST and implemented by LMR vendors. 

Certification Is Required

When implementing AES encryption, it is essential that the cryptographic 
module be validated (certified) by the CMVP. Without this certification, 
one cannot ensure that encryption has been properly implemented 
or communications adequately secured. Do not accept an unvalidated 
encryption module.

“FIPS 140-2 precludes the use of unvalidated cryptography for the 
cryptographic protection of sensitive or valuable data within Federal 
systems. Unvalidated cryptography is viewed by NIST as providing no 
protection to the information or data—in effect the data would be considered 
unprotected plaintext. If the agency specifies that the information or data 
be cryptographically protected, then FIPS 140-2 is applicable. In essence, if 
cryptography is required, then it must be validated.” 7

Level 1 or Level 3

Several LMR vendors offer FIPS 140-2 Level 1-certified encryption modules. 
Only one vendor offers a Level 3-certified module.

Level 3 offers some advantages over Level 1:  When a module is tampered 
with, Level 3-certified encryption prevents access to the encryption keys by 

https://csrc.nist.gov/projects/cryptographic-module-validation-program
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on encrypted communications from a lost or stolen radio. In addition, all 
aspects of manual or over-the-air key filling are encrypted, preventing anyone 
from manually copying the text of a key.

The most serious disadvantage to Level 3 mode is entering a password when 
the radio is powered on. Imagine a police officer during a life-threatening 
situation whose radio is powered off accidentally. To call for help, not only 
does he have to turn the radio back on, he must re-enter his password as well. 
Any delay in making that call may be the difference between life and death. 
To most public-safety users, this risk far outweighs the additional security 
provided by Level 3.

While Level 3-certified encryption modules may prevent eavesdropping on 
encrypted communications, P25 offers system administrators other ways to 
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