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1.
1.1

REGULATORY AND SAFETY INFORMATION

SAFETY SYMBOL CONVENTIONS

The following conventions are used in this manual to alert the user to general safety precautions
that must be observed during all phases of operation, installation, service, and repair of this
product. Failure to comply with these precautions or with specific warnings elsewhere violates
safety standards of design, manufacture, and intended use of the product. L3Harris assumes no
liability for the customer's failure to comply with these standards.

The WARNING symbol calls attention to a procedure, practice, or the like,
which, if not correctly performed or adhered to, could result in personal

injury. Do not proceed beyond a WARNING symbol until the conditions
identified are fully understood or met.

The CAUTION symbol calls attention to an operating procedure, practice, or the
like, which, if not performed correctly or adhered to, could result in damage to the
equipment or severely degrade equipment performance.

ﬂ The NOTE symbol calls attention to supplemental information, which may improve
system performance or clarify a process or procedure.

NOTE
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2.1

RENSEIGNEMENTS SUR LA REGLEMENTATION ET
SECURITE

CONVENTIONS SUR LES SYMBOLES DE SECURITE

Les conventions suivantes sont utilisées dans le présent manuel pour avertir I'utilisateur des
précautions générales de sécurité qui doivent étre observées pendant toutes les phases
d’'opération, d’entretien et de réparation de ce produit. Le non-respect de ces précautions ou
d’avertissements précisés ailleurs enfreint les normes de sécurité de la conception, de la
fabrication et de I'utilisation prévue du produit. L3Harris n'assume aucune responsabilité pour le
non-respect de ces normes par le client.

Le symbole MISE EN GARDE attire I'attention sur une procédure ou une
pratique qui, si elle n’est pas correctement effectuée ou observée, pourrait

entrainer une blessure personnelle. Ne pas poursuivre au-dela d’un
symbole de MISE EN GARDE avant que les conditions identifiées soient
complétement comprises ou satisfaites.

Le symbole AVERTISSEMENT attire l'attention sur une procédure ou une
pratique opérationnelle qui, si elle n’est pas correctement effectuée ou observée,
pourrait entrainer un bris d’équipement ou une importante baisse de rendement
de I'équipement.

Le symbole REMARQUE attire [I'attention sur des renseignements
supplémentaires qui peuvent améliorer le rendement du systéme ou clarifier un
processus ou une procédure.

21
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2.8

émetteur-récepteur affichés dans les endroits ou les détonateurs électriques sont utilisés.
(norme OSHA : 1926.900)

Energie des fréquences radio — Pour prévenir toute brilure ou toute blessure physique
connexe causée par l'énergie des fréquences radio, ne pas faire fonctionner I'émetteur
lorsqu'une personne a l'extérieur du véhicule est située en dec¢a de la distance minimale
sécuritaire de I'antenne, comme stipulé a la Section 2.5.

Véhicules alimentés au gaz de pétrole liquéfié (GLP) — L'installation de radios mobiles
dans des véhicules alimentés au gaz de pétrole liquéfié avec un réservoir GLP dans le coffre
ou dans tout autre espace scellé a l'intérieur du véhicule doit étre conforme a la norme NFPA
58 de la National Fire Protection Association. Exigences :

L'emplacement qui abrite la radio doit étre isolé et scellé de I'emplacement contenant le
réservoir de GLP et ses raccords.

Des raccords de remplissage extérieurs doivent étre utilisés pour le réservoir de GLP.
Le réservoir de GLP doit étre pourvu d'une évacuation vers I'extérieur du véhicule

Véhicules équipés de coussins gonflables — Pour la protection du conducteur et celle des
passagers, éviter d'installer les tétes de commandes de la radio (ou tout autre composant)
au-dessus ou a proximité des zones de déploiement de ces coussins gonflables. Outre les
coussins gonflables avant du conducteur et du passager, certains véhicules peuvent aussi
étre équipés de coussins gonflables latéraux. Pour la sécurité des occupants, vérifier
I'emplacement de tous les coussins gonflables dans le véhicule avant d'installer équipement
radio.

RECOMMANDATIONS POUR UNE CONDUITE SECURITAIRE

Recommandations principales de I'American Automobile Association (AAA) pour une conduite en
toute sécurité :

Lire la documentation sur la sécurité d'utilisation de la radio.

Garder les deux mains sur le volant et ranger le microphone dans son support durant la
conduite du véhicule.

Effectuer un appel seulement lorsque le véhicule est a l'arrét.

Si un appel doit étre effectué alors que le véhicule est en mouvement, conduire dans la voie
la plus lente. Les conversations doivent étre bréves.

Si une conversation nécessite la prise de notes ou exige une réflexion plus approfondie,
arréter le véhicule dans un endroit sOr et poursuivre l'appel.

Toujours utiliser une radio mobile avec prudence.

33
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OPENSKY OPERATION (700/800 MHZ RADIOS ONLY)
CH-721 FRONT PANEL COMPONENTS

The front panel of the control head includes a dot matrix display, controls for menu navigation, an
emergency button, three pre-set buttons, a Power On-Off/Volume Control knob, and a
microphone connector. In addition, the system model control head features a DTMF keypad
(Figure 6-1).

Figure 6-1: System Model

Figure 6-2: Scan Model

The buttons on the front panel are backlit for operation in a low ambient light level such as
nighttime operation. Some buttons also flash to provide feedback of various operating conditions.
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MESSAGE

UNAUTHS

MDISBSY

DUP IP

BADIKEY
BADEKEY
UNK MES

NOAUTO05

BADMDIS

MDS BSY
UNK DOM

KEYSYNC
UNK ALG
BADSIZE
NOAUT11

NOAUT12

NOREPLY

VDENIED

BAD VID

HOM DWN

SRV BSY
MAX USR

NAS BSY

DESCRIPTION

Unsupported authentication. If condition persists in strong signal conditions,
contact your system administrator.

The MDIS is busy. If condition persists in strong signal conditions, contact
your system administrator.

Duplicate IP.
Invalid infrastructure public key sequence number (IPKSN).
Invalid end-system public key sequence number (EPKSN).

Unknown mobile end system (MES). If condition persists in strong signal
conditions, contact your system administrator.

MDIS failed mutual authentication. If condition persists in strong signal
conditions, contact your system administrator.

MDIS failed mutual authentication. If condition persists in strong signal
conditions, contact your system administrator.

MDIS busy — retry.

Unknown home domain. If condition persists in strong signal conditions,
contact your system administrator.

Mismatched key sequence number.
Unknown/unsupported encryption algorithm.
Unsupported MDIS key size.

MES failed data mutual authentication. If condition persists in strong signal
conditions, contact your system administrator.

No response from MDIS. If condition persists in strong signal conditions,
contact your system administrator.

No SME response from MDIS. If condition persists in strong signal
conditions, contact your system administrator.

Unspecified VNIC error. If condition persists in strong signal conditions,
contact your system administrator.

Invalid voice user ID. Check User ID. If correct, contact your system
administrator.

The Home VNIC is down. Retry. If error continues, contact your system
administrator.

The serving VNIC is busy (congested).

The maximum users are already registered with the specified user ID.
OpenSky allows one User ID to log onto the network using up to three
different radios. Use *0## command or power down one of the other radios
to de-register the radio.

The system cannot provision MES because of an administrative process.
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6.16

6.17

6.18

6.15.5 DTMEFE Overdial

Using the keypad on a System Model, the radio can transmit DTMF tones corresponding to
numbers/characters 0 - 9, *, and # on the keypad. To overdial numbers/characters, transmit by
pressing and holding the PTT button and then, press the corresponding keys (one at a time) on
the keypad.

CHANGE THE ACTIVE PROFILE

The radio can store up to sixteen (16) standard profiles, one of which is the currently active profile.
To change the currently active profile:

1. Scroll through the menu until “ProfileMenu” is displayed.

- ™

2. Use == to scroll through the list of available profiles.

3. Profile becomes active when selected for longer than two (2) seconds, when the MENU is
pressed, or when the menu is changed.

ENABLE/DISABLE VOLUME SIDE TONE

The Volume Side Tone sounds when adjusting the volume control.
To enable or disable this tone:
1. Power off the radio.

2. Press and hold the B button while turning the radio on.

CHECK OR CHANGE THE SELECTED TALK GROUP

Each profile stored in the radio can have up to sixteen (16) talk groups. One talk group within the
currently active profile is set as the “selected talk group.” For the radio user, the selected talk
group is typically the focus of most voice transmissions and receptions. There are two ways to
change the selected talk group:

First Method:

1. Scroll through the menu until “TalkGrpMenu” appears on the bottom line of the display. The
currently selected talk group appears in the top line of the display.

- ™

2. Use == to scroll through the available list of talk groups in the active profile. This list is
determined by the OpenSky network administrator.

Second Method:

+

From the dwell display, use the talk group selection knob or =) to scroll through the available
list of talk groups in the active profile.

6.19 ADJUST DISPLAY AND BUTTON BACKLIGHT BRIGHTNESS

1. Scroll through the menu until “Bright Menu” appears.

2. Use == to increase or decrease brightness. Display and button backlight brightness
immediately dims or brightens.

Or

P

If enabled via programming, —=—"'increases/decreases brightness.
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A user at a radio with only one control head/front panel can turn intercom mode
on. In this case, pressing the microphone’s PTT button does NOT send

microphone audio anywhere.
CAUTION

6.26 TALK GROUP LOCK OUT

There are two ways of focusing voice communications by suppressing calls from talk groups in
the currently active profile:

1. No Scan: By turning scan off (selecting “No Scan” via the “ScnModeMenu”), only the selected
talk group is audible.

2. Lock Out: By locking out selected talk groups, the “chatter” of the locked out talk groups
cannot be heard. This focuses the user’s scanning resources to calls only on desired talk
groups.

Talk group lock out is a scan-related feature. With lock out, one or more talk groups in the active
profile can be temporarily disabled from being scanned. Calls are not received on locked-out talk
groups. Lock out settings are not retained between profile changes or when the radio is power

cycled.
Lock out is a listening (receive) function and only blocks received calls on locked
out talk groups. Lock out does not affect transmit capability. The above methods
NOTE do not apply to recent emergency lock outs.

Only talk groups in the active profile can be locked out, since they are the only talk groups whose
voice calls can be heard on the radio.

P1, P2, and P3 talk groups cannot be locked out.

=

NOTE

The default emergency and emergency-capable talk groups can be locked out if they are NOT in
an emergency state. If a talk group is locked out and is subsequently changed to the currently
selected talk group, it is automatically unlocked by the radio so the user can hear calls on the talk
group. The radio may be configured so all talk groups are automatically locked out by default. In
this case, they must be manually unlocked, if desired.

6.26.1 Lock Out a Talk Group

1. Scroll through the menu until “LockOutMenu” appears in the bottom line of the display. The
name of a talk group in the currently active profile appears in the top line.

2. Use to scroll through the list of talk groups, if any, until the desired talk group for lock
out appears in the top line of the display.

3. Press the MENU button to lockout the displayed talk group. A less than symbol (<) appears
next to the talk group’s name.

4. Repeat steps 2 and 3, as needed, to lock out additional talk groups.

The dwell display re-appears a few seconds after button presses end.
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6.27

While scrolling through talk groups in the active profile, the only talk groups that appear in the
“LockOutMenu” are those in the active profile.
6.26.2 Unlock a Talk Group

1. Scroll through the menu until “LockOutMenu” appears in the bottom line of the display. The
name of a talk group in the currently active profile appears in the top line.

2. Use to scroll through the list of talk groups, if any, until the talk group desired for
unlocking appears in the top line of the display. A less-than symbol (“<”) appears next to the
name of a talk group that is currently locked out.

3. Press the MENU button to unlock the talk group. The less-than symbol (“<”) next to the name
of the talk group disappears. The dwell display appears as soon as the radio acknowledges
the selection.

e Changing the active profile removes any lock outs you have made.
e Turning off the radio removes any lock outs you have made.

NOTE

SCANNING

Three scanning modes are available for the radio, but only one can be active at any time.
Changing the scanning mode changes the way the radio scans voice calls for all of profiles in the
radio personality, no matter which profile is or becomes active.

As described in Table 6-7, the choice of scanning mode changes the span of communications
with all the talk groups in the radio’s profiles, but does not affect interaction with the talk groups.

Table 6-7: Scan Modes

SCAN

MODE EXPLANATION

Eliminates distractions.
No Scan Full communications (transmit and receive) on selected talk group.
No calls received from other talk groups.

The user can scan all talk groups in the active profile that are not locked out as long as there is
demand on the site.

Priority (P1, P2, and P3) groups are user selectable.
Receive calls from more than one talk group, if available from the current site.

l\éo;m?tl Allows dragging of the selected talk group, P1, P2, P3, and default emergency talk groups to the site
(Default) on which the radio is registered. (If other calls are available at the site, they also can be heard but
they are not be actively dragged.)
The default emergency talk group, as well as any emergency-enabled talk groups, is only dragged if
it is in emergency mode.
Fixed Functions the same as Normal Scan Mode, except the priority groups are fixed to the selected

profile’s pre-defined P1 and P2 groups (configured via the UAS).
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6.32

e If scan mode is set to “No Scan” and the emergency was declared on a talk group other than
the selected talk group, the emergency talk group (identified by an “*”) must be selected before
audio on it is heard in the speaker/headset.

o If scan mode is set to “Normal” and the emergency was declared on the selected talk group,
the selected/emergency talk group’s name remains in the top line of the display. Audio on the
emergency talk group is heard in the speaker/headset.

¢ If scan mode is set to “Normal” and the emergency was declared on a talk group other than
the selected talk group, the emergency talk group’s name appears in the bottom line of the
display. Audio on the emergency talk group is heard in the speaker/headset.

o The declaring radio's alias appears in the bottom line of the display when the emergency talk
group is selected.

e An emergency call can be dismissed as described in the following section.

typically ten (10) seconds just after it declares the emergency. This time period
may be adjusted by system or network administration personnel on a per radio
NOTE basis.

G] A radio declaring an emergency on a talk group has a “hot” mic time period of

6.31.5 Dismiss an Emergency Call

An emergency is dismissed for a configurable amount of time only (default = 5
minutes).

NOTE

To ignore an emergency call declared by another radio user:

1. Scroll through the menu until “EmgDismiss” appears in the display.

—F

2. Press =~ until the talk group in the emergency state appears, as indicated by an asterisk
(*) following the talk group’s name.

3. Press the MENU button.

The emergency dismiss timer is cleared when the emergency is cleared.

NOTE

ENCRYPTION

In the OpenSky network, both data and voice use a 128-bit or 256-bit key encryption standard
published by the Federal Information Processing Service (FIPS), called Advanced Encryption
Standard (AES). AES is approved by the U.S. Department of Commerce for encryption of
classified materials.

When encryption is enabled on the network, data is encrypted from the MDIS to the Mobile End
System (MES) (e.g., XG-75M/M7300 mobile radio). This form of encryption provides air-link
security.

Voice encryption is handled either automatically or manually. Automatic encryption is initiated
through the Unified Administration Server (UAS) for a specific talk group and requires nothing
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7.
7.1

7.2

EDACS/CONVENTIONAL/P25 (ECP/XGP) OPERATION

TURN THE RADIO ON

Rotate the POWER ON/OFF/VOLUME knob clockwise, out of detent to turn the radio on. A short
beep (if enabled through programming) indicates the radio is ready for operation. The display
indicates, if programmed, the last selected system name on line one and the last selected group
or channel name on line two.

O

NOTE

The radio can be programmed to require the entry of a PIN in order to operate the
radio. Check with your System Administrator if you forget your PIN. As the PIN is
entered, an asterisk is displayed for each digit. The actual value is not displayed.

O

NOTE

In the trunked environment, CC SCAN will be displayed if communication with the
system's control channel cannot be established. This may occur if, for example, the
radio is out of range of the trunking site. It may be necessary to move to another
location or select another trunking system to re-establish the control channel link for
trunked mode operations. CC SCAN is displayed on the group line until a control
channel is accessed. The length of time before the radio enters CC Scan after losing
communication with the Control Channel is configurable in RPM.

CH-721 FRONT PANEL COMPONENTS

The front panel of the control head includes a dot matrix display, controls for menu navigation, an
emergency button, three pre-set buttons, a Power On/Off/Volume Control knob, and a
microphone connector. In addition, the system model control head features a DTMF keypad.

Table 7-1 lists all default front panel controls and their functions. All functions and controls of the
Scan radio operate the same as the corresponding functions and controls on the System radio.

Figure 7-1: System Model
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MESSAGE NAME DESCRIPTION
SYS ALL System All Call Displayed on line 1 to indicate a system all-call has been received.
Code Group and This is code group and revision number that is displayed in line 2 when the menu item
Ggg-v.vv Ny P “REVISION" is selected. The ‘gg’ is the group number of the software. The first ‘v’ is the
Revision Number . S S
hardware version and ‘v’ is the revision of the software.
*PHONE* Phone Call Displayed when an initiated phone call is in progress. This is displayed on line 2 of the display.
NO ENTRY Indicates that there is no data stored in one of the programmable items in either the phone list
or individual call list. The user programmable items are items 1 through 10 in each list.
INV SYS Invalid System Displayed when the current system is an invalid type.
CHN=1-99 Channel = 1 - 99 Displayed on line 1 of the display. This is a conventional channel index displayed when the
group key is pressed.
FIX LIST Fixed List The Priority scan list is fixed and cannot be changed using the add or delete keys.
FIXED P1 Fixed Priority 1 The Priority 1 scan channel is fixed and cannot be changed using the add or delete keys.
EM Emergenc Indicates an emergency has been declared by the LID that follows the display, “EM.” An
gency example of this is “EM 01201.”
*INDV* Individual Call Displayed in line 2 of the display when an individual call is in progress.
*GROUP* Group Call Indicates a group call is in progress and is displayed on line 1 of the display.
SPKR ON External Speaker ON Displayed when the external speaker is enabled.
SPKR OFF External Speaker OFF Displayed when the external speaker is disabled.
The bank of keys that are going to be loaded when the keyloader loads encryption keys. This
BANK=1-8 is only valid for radios that support VGS, VGE, or DES encryption. It is displayed on line 2 of
the display when the encryption keyloader is connected.
REGR_0x Dynamic Regroup :)r}dict?)t%s which group in the dynamic regroup operation has been enabled, where “x” is a digit
KEY LOAD Displayed on line 1 of the display when the encryption keyloader is connected.
Displayed on line 2 of the display when the reset and option buttons are pressed
KEY ZERO . . )
simultaneously for approximately two seconds. The encryption keys are zeroed.
Displayed on line 1 of the display in the display key mode of the menu. It is followed in the
SYS KEY System Key second line with a key number “KEY = <1..7>."
Displayed on line 1 of the display in the display key mode of the menu for trunked systems
GRP KEY Group Key only. It is followed in the second line with a key number “KEY = <1..7>."
Displayed on line 2 of the display in the display key mode of the menu for conventional systems
KEY=1-7 when the “SYS KEY” or “CHN KEY” is displayed in line 1 and for trunked systems when the
“SYS KEY” or “GRP KEY"” is displayed in line 1.
PRIMARY Displayed on line 1 of the display when the primary keys are enabled.
PRS NAME Personality Name Dlspla_yed_ on line 1 of_the display under _the revision selection of the menu. The personality
name is displayed on line 2 at the same time.
Only displayed if the P25T system is configured for "EnhancedCC" mode of operation.
BND SCAN Band Scan When the radio cannot find a Control Channel in either the trunked frequency set or the list of
discovered adjacencies, the radio is able to perform a full spectrum frequency scan to find a
new Control Channel.
REGISTER Displayed when the radio is performing a registration/affiliation on a P25 trunking site.
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7.9.3 Features Enabled

These numbers indicate which features are enabled.

Example:

Table 7-6 lists possible features available in the user's radio.

Table 7-6: Available Feature Numbers

[I:\EJAI\IEL';JII;IE POSSIBLE FEATURES STQL\IﬁgERLOR
01 Conventional Priority Scan Standard
04 Group Scan (EDACS and P25 Trunked) Standard
05 Priority System Scan (EDACS and P25 Trunked) Optional
06 WAscan/ProScan (EDACS and P25 Trunked) Optional
07 Dynamic Regroup Standard
08 EDACS Emergency Standard
09 Type 99 Encode Standard
10 Conventional Emergency Standard
14 DES Encryption Optional
16 Mobile Data Optional
17 Status/Message (EDACS and P25 Trunked) Optional
21 EDACS Security Key (ESK) Optional
22 ProFile™ (EDACS and P25 Trunked) Optional
23 Narrowband Standard
29 ProVoice™ Optional
32 FIPS-140-2 Optional
33 P25 Common Air Interface Optional
34 Direct Frequency Entry Optional
38 Radio TextLink Optional
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7.22 SYSTEM SCAN OPERATION (EDACS AND P25 TRUNKED)

The radio can be programmed with the following System Scan features. These features are
automatically enabled upon radio power up. A key or menu option is also defined to allow the
System Scan features to be toggled during radio operation. This is covered in the Menu Selection
and Pre-Programmed Keypad Key sections. The System Scan state is maintained through
system changes but defaults to ON at power up.

7.22.1 Wide Area System Scan (WA Scan)

The XG-75M/M7300 Series mobile radio can be programmed for Wide Area System Scan
operation for multi-site applications. Upon the loss of the currently selected system's control
channel, radios can be programmed to automatically scan the control channels of other systems.
If a new control channel is found, the radio switches to the new system and sounds an alert tone.
The amount of time before the radio enters Control Channel Scan after losing the control channel
is configurable in RPM.

7.22.2 ProScan™

The radio can be programmed for ProScan™ system scan operation for multi-site applications
depending on the version of radio flash code. ProScan provides the radio with the ability to select
a new system for the radio to communicate on, when the selected system drops below a
predefined level. This is accomplished by enabling each radio to analyze the signal quality of its
current control channel and compare it with the signal quality of the control channel for each site
in its adjacency scan list. The signal quality metric used for the ProScan algorithm is based on a
combination of both Received Signal Strength Indicator [RSSI] and Control Channel Verification
[CCV] measurements. When the selected system’s signal quality level degrades below a pre-
programmed level, the radio begins to look for a better control channel. Once a control channel
that exceeds the pre-programmed parameters is found, the radio changes to the new system and
emits a tone. If the control channel is completely lost, the radio enters Wide Area System
Scanning and searches the programmed adjacent systems until a suitable control channel is
found.

7.22.3 Priority System Scan

The radio can also be programmed for Priority System Scan. (To ensure that this feature operates
correctly, the control channel of the priority system must be located on channel one unless you
are using the ProScan algorithm.) The priority system is the desired or preferred system. While
receiving the control channel of the selected system, the radio periodically leaves the selected
system and searches for the control channel of the priority system at a programmable rate. The
programmable rate is defined by the value in the Priority Scan Time control, unless the ProScan
algorithm is enabled as explained below. This priority scan timer is reset each time the PTT button
is pressed or when a call is received. If the priority system control channel is found, or meets the
predefined ProScan criteria, the radio automatically switches to the priority system.

7.22.4 When Wide Area System Scan is Enabled

If the radio cannot find the control channel of the selected system and begins Wide Area System
Scan, the radio only scans for the priority system control channel if the priority system is in the
WA Scan list.
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2. When a group on the scan list receives a channel assignment, the radio unmutes on the
assigned channel, the BSY indicator comes on and the received scan group is displayed.

e The radio continues scanning if a new group/channel is selected when scan is on.

e Pressing the PTT button when scan is on causes the radio to transmit on the displayed
group/channel or on the currently selected group depending on programming.

+

e Pressing up with =~ when scan is on causes the radio to recall the scanned
group/channel that was last received. This group/channel is recalled for a period equal to
the scan hang time.

7.23.5 Priority Group/Channel Scanning

When scan is enabled and the Priority 1 and Priority 2 groups/channels have been identified, the
radio listens to calls on those groups/channels and the selected group/channel. While receiving
a scanned call, the radio continues to monitor the selected Priority 1 and Priority 2 group/channel
and drops the call if the selected group/channel or other higher priority call becomes active. During
a Priority 2 call, the radio continues to monitor for a Priority 1 group call.

The radio monitors for Agency and Fleet calls that correspond to the Agency and Fleet associated
with the Priority 1 and Priority 2 groups. Priority Agency and Fleet calls are indicated by displaying
AGENCY or FLEET on the System line of the display and associated Priority 1 or 2 group on the
Group line of the display.

7.23.6 Turn Scan Off

Turn scan operation off by pressing SCAN. The radio resumes operation on the selected
group/channel.

7.23.7 Mixed Zone Scan

ﬁ The radio does not listen to trunked groups while actively listening to a
Conventional call.

NOTE

The Mixed Zone Scan (MZS) feature gives the user the capability to scan based on a custom
scan list that is assigned at the system level. The Custom Scan (CS) list can contain System and
Channel/Group configurations across P25 Trunk, P25 Conventional, and Analog Systems. When
a Custom Scan List is defined on a P25T system, the radio can scan P25T, P25C, and Analog
systems. When defined on a P25C or Analog system, the radio only scans conventional channels.
MZS also gives the user the capability to scan beyond the selected system group set.

e P25T Scan

When a custom scan list is assigned to a P25T system, the user has the ability to scan P25T,
P25C, and Analog groups/channels. All P25T systems must have the same WACN, System
ID, and Unit ID to be added to the custom scan list.

e P25C and Analog Scan

When a custom scan lists is assigned to a P25C or Analog System, the user has the ability to
scan P25C and Analog channels. P25T systems are ignored.
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7.25

7.26

The saved call list shows all ten storage locations. If no calls have been received, the saved call
list is empty and the pre-stored list is available upon entering the individual call mode.

When in the saved call list, pressing MENU toggles the time stamp ON and OFF. The time stamp
indicates how long ago the call was received. The display indicates this information as HH:MM:SS
where HH = hours, MM = minutes, and SS = seconds.

When in the pre-stored list, pressing MENU toggles the logical identification (LID) ON and OFF.

7.24.3 Send an Individual Call

The following procedures describe how to initiate and complete an individual call:

1. To select a previously stored individual, select the I-Call mode from the menu or press IND

followed by the ramp control to scroll through the list of stored individuals. While in the
individual call list, the MENU key toggles the display between the call name and the unit ID
number. If the individual is not stored in this list but the individual’s unit ID is known, it can be
entered directly from the keypad.

2. Pressthe PTT button. The radio performs the necessary signaling to obtain a communication
channel. When the signaling is complete and the radio is clear to transmit, the TX indicator
turns ON and the channel access tone sounds. Line 1 shows the called individual's name if
found in the list of stored individuals or ID followed by the logical ID humber of the unit being
called. The message *INDV* displays on line 2. Proceed with the message.

SCAT™ OPERATION

A SCAT (Single Channel Autonomous Trunking) System operates with the same set of features
as a standard EDACS system. The only significant user change relates to the BSY indicator.
Since only one channel, operating as both control and working channel, exists in a SCAT System,
the BSY indicator is ON when the SCAT channel is in the working channel mode. When the
transmission on the channel is completed, the indicator turns OFF and indicates the return of
SCAT control channel signaling.

TELEPHONE INTERCONNECT CALLS (EDACS AND P25)

7.26.1 Receive a Telephone Interconnect Call

Receiving a telephone interconnect call is identical to receiving an individual call. See the DTMF
Overdial Operation section if access to services requiring "over-dial" is needed. Overdial
operations are available for any special call whether it is an individual call or a telephone
interconnect call.
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DATA OFF Displayed on top line of display when the radio is in the data disabled state.

DATA ON Displayed for two seconds on top line of display when the radio is toggled to the
data enabled state.

7.27.2 Data Off Operation

The radio can be placed in the data disabled state by any of the following methods. When the
data state is disabled, the control unit displays "DATA OFF" on the top line. An ongoing data call
is allowed to complete except when an emergency is declared.

¢ Removing the microphone from the hookswitch (hookswitch option must be enabled by pre-
programming).

e Declaring an emergency (not to be used unless an actual emergency condition exists). Alert
tone sounds.

e Pressing OPT/OPTION (pre-programmed). Alert tone sounds.

e Selecting the function using the MENU button (pre-programmed).

7.27.3 Data On Operation

The data state is enabled by one of the following (depending on how it was disabled). “DATA
ON” is displayed top line of display for 2 seconds then the display returns to normal.

¢ Replacing the microphone into the hookswitch (going on-hook). Only valid if the “DATA OFF”
operation was entered by removing the microphone from the hookswitch (going off-hook).

e Clearing an emergency, but valid only if an emergency caused “DATA OFF" operation.

7.27.4 Exiting Data Calls

Under normal conditions, the radio enters the scan lockout mode and returns to the control
channel after completion of a data call (transmit or receive). If, during a data call, one of the
following conditions occurs, the data call is immediately terminated and the radio performs the
desired function:

e PTT is activated.
e The PTT is in Public Address Mode.

¢ An emergency is declared by pressing the pre-programmed emergency button.

e A group or system change is made.

7.27.5 Scan Lockout Mode

Following the transmission or reception of a data call, if scan is enabled, scanning stops
temporarily (duration pre-programmed). During this time the scan LED flashes to indicate that
scan is enabled but temporarily suspended. This mode is normally exited when the pre-
programmed time expires; however, the following actions terminate the scan lockout mode before
the timeout is completed.

e The CLR/CLEAR button is pressed.
e PTT s pressed.

e A group or system change is made.
o Enter phone call mode.

e Enter individual call mode.
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2. Use the ramp control to scroll through the values. Then press MENU to save the new
value or wait for the display time-out (2 seconds). The displayed value is selected and saved.

3. Ifthe CLR key is pressed before the time-
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SYSTEM NUMBER SYSTEM NAME TRK/CNV GRP/CHN NUMBER GRP/CHN NAME USE
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10.
11.
12.
13.

14.

c. Scroll through and select the HKL option and press the MENU button. The radio can now
accept keys from the L3Harris Keyloader.

Load the UKEK file from the Crypto Officer onto the PC.

Run the RPM application and setup the radio’s Personality according the SLN Binding Report
information.

Setup the talk groups and the SLN mappings (Talk Group ID to SLN). This includes mapping
SLNs to the “System” keys (PSTN, All Call, etc.).

Select Options P25 OTAR Options and set the following:

a. The OTAR Message Number Period (MNP) as defined by the System Administrator.
b. The radio’s Individual RSI (from the SLN Bindings Report).

c. The KMF's RSI (from the SLN Bindings Report).

Program the Personality to the radio.

Run the Key Loader application.

Open the UKEK file loaded in step 5.

Select the Target Device type and click the Load button.

The Key Loader reads the target device's identifying information, retrieves a UKEK of the
proper algorithm type from the UKEK file, and downloads the UKEK to the target device at the
proper SLN and keyset with the proper key ID.

Click the Finish button to exit the Key Loader application. New UKEKs have are loaded and
the radio is now ready to accept TEKs via OTAR with the trunked radio network.

A.2.2 Load Keys Using Harris Key Loader

Harris Key Loader is part of Harris Key Manager and can be used by the Crypto Officer or
Technician to load the keys into the radio.

Refer to the Harris Key Loader online help if additional information is required when performing
this procedure.

1.

© N o s~ WD

9.

10.
11.

Connect the radio to the PC using a serial cable.

Power on the radio, if not already.

Select Start Programs  Harris Key Manager  Harris Key Loader.
At the Key Loader Welcome screen, click Next.

Select Load a Distribution Set into one or more devices.

Click Next.

Browse to the Key File and enter the password.

Click Next to validate the password and continue. If the password is incorrect, the screen will
display an error message.

Select communication port from the drop-down and click Next.
Select the serial port that you have connected to the radio.
Enter into Harris Keyload Mode (HKL).
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